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ABSTRACT

P life cycle is p y d by bugs:
their introduction, identification, and eventual resolution account
for a significant portion of software development cost. This has

d software engi g hers and practi to
propose different approaches for automating the identification and
repair of software defects.

Software dly infl

Large language models have been adapted to the program re-
pair task through few-shot demonstration learning and instruction
prompting, treating this as an infilling task. However, these mod-
els have only focused on learning general bug-fixing patterns for
uncategorized bugs mined from public repositories. In this paper,
we propose InferFix: a transformer-based program repair frame-
work paired with a state-of-the-art static analyzer to fix critical
security and performance bugs. InferFix combines a Retriever -

ansf encoder model p d via learning ob-
jective, which aims at g for s v eq bugs
and corresponding fixes; and a Generator - a large language model
(12 billion parameter Codex Cushman model) finetuned on super-
vised bug-fix data with prompts augmented via adding bug type

annotations and semantically similar fixes retrieved from an exter-
nal non-parametric memory.

To train and evaluate our apy we curated Infe
a novel, metadata-rich dataset of bugs extracted by executing the
Infer static analyzer on the change histories of thousands of Java
and C# Our eval d that InferFix out-
performs strong LLM basclines, with a top-1 accuracy of 65.6%
for generating fixes in C# and 76.8% in Java. We discuss the de-
ployment of InferFix alongside Infer at Microsoft which offers an
end-to-end solution for d lassifi and locali
of bugs, as well as fixing and validation of candidate patches, in-
tegrated in the i pipeline to the
software development workflow.

KEYWORDS

Program repair, static analyses, prompt
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1 INTRODUCTION

The software devel

lifecycle is p dly affected by bugs.
Traditional program analyses techniques can detect and localize
bugs through formal reasoning, leaving the task of categorizing
the bugs and coding a patch to a developer. The traditional ap-
proach of manually generating patches through examination of
code changes is a time consuming and error-prone task, which
could be automated.

Many of the recently prop PE for bug
detection, and repair rely on machine learning algorithms - infa-
mously data hungry - depending on large amounts of high quality
data for effective training. Large language models have been suc-
cessfully adapted to the program repair tasks through few-shot
demonstration learning and instruction prompting, treating this
as an infilling task [15]. However, while focusing on solving spe-
cific research problems they failed to provide a reliable end-to-end
program repair solution that could be productized.

Static analysis tools like Infer can be used to identify critical
security and performance issues. This can preempt large parts of
the software development cycle, including the process of creating
detailed unit tests, which can be extremely time-consuming and

difficult for a large. complex project whose code is broken down
into many modules or across many files. They can also identify bugs
and produce bug reports in a way that is machine-readable and
conducive to usage in conjunction with patch generation models.

In this work we focus on three types of bugs reported by Infer:
Null Pointer Dereference (NPD), Resource Leak (RL), and Thread
Safety Violation (TSV). We focus on these because they pose eritical

Canference’1?, July 2017, Washington, DC, USA
© 2023

T ity and security issues, and can also be more
difficult to fix than other issue types which are also more commonly
detected and studied.

Language models commonly adopt two paradigms for task-specific
generalization - via finetuning or few-shot learning. In the former
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MOTIVATION

Large Language Models (LLMs) are data-driven techniques, so “Garbage in,
garbage out” (GIGO) remains actual.

_.[LLM]_.
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RQ1 Limited Informativeness

issue_title = "Fix NPE in UserService @"

issue_body =
When calling getUserById() it throws NullPointerException &.

Stacktrace:
java.lang.NullPointerException at com.app.service.UserService.java:42

Related commit: 9f3alc7b2d4e8a91
Reported by: alice.dev@company.com

See details: https://github.com/org/repo/issues/123
File: /home/alice/projects/app/src/UserService.java

Note: error occurred in module — unexpected state I

/**

* <!-- begin-user-doc -->
* <!-- end-user-doc -->

* @generated

*/

public String getName() {
return name;




RQ1 Limited Informativeness

issue_title = "Fix NPE in UserService|@"

issue_body =
When calling getUserById() it throws NullPointerException

Stacktrace:
java.lang.NullPointerException at com.app.service.UserService.java:42

Related commisbmmmSfladeibadd ol
Reported by:Jalice.dev@company.com

Non-ASCII tokens

Pll

PECE P TSP T el inoniile 123
See d ™ & =] e

File:APhome/alice/projects/app/src/UserService‘java

Note: error occurred in module — unexpected statef .1

Local Paths

/**

*|<!-- begin-user-doc -->
*|<!-- end-user-doc -->

* |@generated

*

ublic String getName() {

IDE Auto-generated

return name;

Boilerplate




RQ1 Limited Informativeness

issue_title = "Fix NPE in UserService|@"

issue_body = """

When calling

Stacktrace:

java.lang.NullPointerException at com.app.service.UserService.java:42

Related comm

getUserById() it throws NullPointerException | .

O3l cZb2d4 ol

Reported by:

See dejbadn

alice.dev@company.com

o Simeind et el inoniile 123
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Non-ASCII tokens

Pll

File:Ayhome/alice/projects/app/src/UserService‘java

& =] e

Note: error occurred in module — unexpected statef .1

/**

*|<!-- begin-user-doc -->
*|<!-- end-user-doc -->

* |@generated

*

Local Paths

Irrelevant

ublic String getName() {
return name;

IDE Auto-generated

Privacy
Issues

Boilerplate




RQ1 Limited Informativeness

issue_title = "Fix NPE in UserService|@"

issue_body = """

When calling getUserById() it throws NullPointerException |&.

Stacktrace:

java.lang.NullPointerException at com.app.service.UserService.java:42
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Local Paths

Note: error occurred in module — unexpected statef .1

/**

*|<!-- begin-user-doc -->
*|<!-- end-user-doc -->

* |@generated

*

ublic String getName() {

IDE Auto-generated

return name;
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Lack of Context

from typing import List
from pydantic import BaseModel
import spacy, networkx as nx, re, uuid

class Result(BaseModel):

id: str
categories: List[str]
confidence: float

class ContextAnalyzer
def __init_(self):
self.nlp = spacy.load("en_core_web_sm")
self.graph = nx.DiGraph()
def analyze(self, text: str) -> Result:
doc = self.nlp(text)
cats = self._detect(text, doc)
r = Result(
id=str(uuid.uuid4()),

- 0.2 * len(cats), 0.1),

)

for c in cats:
self.graph.add_edge(r.id, c)

return r

def _detect(self, text, doc):

cats = []

if re.search(r"\breturn\s+\w+", text)
cats.append("Undefined Variables")

if "import"” not in text and "class" in text:

cats.append(“Missing Dependencies")

if text.count("{") count("}")
cats.append("Incomplete Code")

if not any(t.text.lower() in {"input", "output"} for
cats.append(“Missing Context")

B ™ i 6
cats.append("Truncated Input")

return cats




RQ1

from typing import List
from pydantic import BaseModel

B PR
rom pydantic import BaseModel
1] fmport spacy, networkx as nx, re, uuid
class Result(BaseModel):
id: str
categories: List[str]
&1 confidence: float
class ContextAnalyzer .
def init (self): Lack of Project Context
self.nlp = spacy.load("en_core_web_sm")
self.graph = nx.DiGraph()
def analyze(self, text: str) -> Result:
G - el ) Lack of External References
cats = self._detect(text, doc)
r = Result(
id=str(uuid.uuid4()),
categories=cats,
confidencemmax(i - 0.2 * len(cats), 0.1), Lack of Class Context
)
for c in cats:
self.graph.add_edge(r.id, c) L K fD tati
o ack of Documentation
def _detect(self, text, do
cats = []
if re.search(r"\breturn\s+\w+", text):
cats.append(“Undefined Variables")
if "import"” not in text and "class" in text:
cats.append("Missing Dependencies")
if text.count("{") != text.count("}")
cats.append("Incomplete Code")
if not any(t.text.lower() in {"input", "output"} for t in do
cats.append("Missing Context")
RS ¢ ]
— cats.append("Truncated Input")
return cats
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from typing import List
from pydantic import BaseModel

B PR
rom pydantic import BaseModel
1] fmport spacy, networkx as nx, re, uuid
class Result(BaseModel):
id: str
categories: List[str]
&1 confidence: float
class ContextAnalyzer .
def init (self): Lack of Project Context
self.nlp = spacy.load("en_core_web_sm")
self.graph = nx.DiGraph()
def analyze(self, text: str) -> Result:
G - el ) Lack of External References
cats = self._detect(text, doc)
r = Result(
id=str(uuid.uuid4()),
categories=cats,
e e ey GO, Lack of Class Context
)
for c in cats:
self.graph.add_edge(r.id, c) L K fD tati
o ack of Documentation
def _detect(self, text, doc):
cats = []
if re.search(r"\breturn\s+\w+", text
cats.append(“Undefined Variables")
if "import"” not in text and "class" in text:
cats.append("Missing Dependencies")
if text.count("{") != text.count("}")
cats.append("Incomplete Code")
if not any(t.text.lower() in {"input", "output"} for t in
cats.append("Missing Context")
"..." in text:
— cats.append("Truncated Input")
return cats
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Lack of Context

from typing import List
from pydantic import BaseModel

im

cl,

fron typine dmoort |t

rom pydantic import BaseModel
mport spacy, networkx as nx, re, uuid

class Result(BaseModel):
id: str
categories: List[str]
confidence: float

class ContextAnalyzer
def __init_ (self):
self.nlp = spacy.load("en_core_web_sm")
self.graph = nx.DiGraph()

def analyze(self, text: str) -> Result:
doc = self.nlp(text)
cats = self._detect(text, doc)

r = Result(
id=str(uuid.uuidd()),
categories=cats,
confidence=max(1 - 0.2 * len(cats), 0.1),
)

for c in cats:
self.graph.add_edge(r.id, c)

return r

Lack of Project Context

!

Lack of External References

Lack of Class Context

Lack of Documentation

def _detect(self,

ext and “"class" in text:
ssing Dependencies")

1= text.count("}")
.append("Incomplete Code")

in text:
.append(“Truncated Input")
return cats

any(t.text.lower() in {"input", "output"} for t in do

Ambiguity

Misinterpretation

Hallucinations
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R 1 Source Code Quality Issues

public class A {

public static void main(String[] args) {
int x = 10;
x = 20;

// TODO: this is a quick fix, proper validation needed
process(true, 5);

if(flag == true){
System.out.println("Hello");
}

int a=1;int b=2;int c=a+b;System.out.println(c);

String userInput = args[0];
String query = "SELECT * FROM users WHERE id = " + userInput;
¥

/%

¥

public static void process(boolean a, int b){
int result = a + b;

if(result > 0){
System.out.println("Positive");
}
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pubIic static void process(boo a, int b){

int result = a + b;

if(result > 0){
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Source Code Quality Issues

public class A {

public static void main(String[] args) {

int x = 10;

Low Quality

X = 20;
// TODO: this is a quick fix, proper validation needed I

Processtrue, o7,

if(flag == true){

int a=1;int b=2;int c=a+b;System.out.println(c);

String userInput = args[0];

String query = "SELECT * FROM users WHERE id = " + userInput;I

}
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pubIic static void process(boo a, int b){
int result = a + b;

if(result > 0){
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Source Code Quality Issues

public class A {

String userInput = args[0];
String query = "SELECT * FROM users WHERE id = " + userInput;I
¥
/%
¥
pubIic static void process(boo a, int b){

int result = a + b;

if(result > 0){
System.out.println("Positive");

public static void main(String[] args) { Low Quallty
int x = 10;
Xii= 205 \
// TODO: this is a quick fix, proper validation needed I Dead COde
Processtoroe, 57,
if(flag == true){ SATD
int a=1;int b=2;int c=a+b;System.out.println(c); Code SmeIIS
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How frequent is the use
of strategies to remove
data smells between
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fine-tuning
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data smells among
different coding tasks




DESIGN

Code Summarization

Code Generation

Program Repair

Code Completion

Code Translation

Code Review




RQ3

Code Summarization

Code Generation

Program Repair

1.0 1 1 4
0.8 1 1 1
0.6 1 1
0.4 1 1 ]
0.2 1 1
o | I |E|H ‘ \EII:I | || || | ‘ “ ||j| | [ 1] ‘ “ ” |EIEI|:|EI
e o e »(\ @e @e J,_& &
& @Q & & & & & & & @°> @*‘ & & & & & & & ¢ N & &
& g & @o Q_\\Co & @\,,e cQg L)@o <&@ z,;,t- & @0 Q\\@ *\o,e e\{;. & & <&@ z,l;t— & <{’0 Q.\\co c\\& @\,;7 bqg, ‘},oo
& T S S @ 0 F N @S & o & N & & S
W & s D o {@0 -3 &8 Vv e & X oy (90 & 5§ NV NG & D > qu > 5§
P & & R N 2 g & ) 2 & 2 N & @ 2 N 2
N A& N & \ & NS & V &
® é\\’o [ @‘7 @ \$\‘7
561 6((/ (7‘(4
o Code Completion Code Translation Code Review
1.0 1 1 1
0.8 1 1 1
0.6 1 1 1
0.4 1 1 1
I I N [ ‘ H \ ] r—l‘ \ il I_II_II_I| | I_I| |I_I| |
KO @ . ‘3 & e" ef’ ¥ & ef’ ef’ o & ef"'
6\(\ ’8@@ (\@ 3° Lx é?o &8 leQ 'o"\(l 6\0 '8@% & \‘J ) d:"& {;70 {1{7 Q?‘Q @(\c b\Q 'S{_@ (\@ Q\‘v & (;1\3 6,70 QPQ afc
& & (°4 2 N % > G & & 5 & g > % 2 O & & ¢ § 2 N > o @ &
& N Q o X ) & N & & N N @ R ) & 28 & S \4 0 & & & N &
& 2 S Q Q N & B N N 2 S Q Q N & 2 N & > S ) ) N & 9 \
N &L 1 2 & R O N L 3 S RS N ) & & X Q & N N
© 2 & @ & < © & o O N < © & s & @ &
Ny & & 3 N 2 F & e 2 & 2 N & e 2 N 2
Q oF & & v o & & N o
& & o3 & oy &
o o o



RQ3




OUTCOMES

/ Discrepancy: \

A discrepancy is found
between the data
smells addressed

during pre-training and

fine-tuning stages.

It is evidenced that
many code-related
tasks DO not take into
account many data
smells.

\_ )




OUTCOMES

A discrepancy is found
between the data
smells addressed

during pre-training and

fine-tuning stages.

It is evidenced that
many code-related
tasks DO not take into
account many data
smells.

\_ )

/ Discrepancy: \

/

o

Shallowness:

Many cleaning techniques are
shallow and, consequently, no
precise.




OUTCOMES

-~

\_

Discrepancy:

between the data
smells addressed

fine-tuning stages.

It is evidenced that
many code-related

account many data
smells.

~

A discrepancy is found

during pre-training and

tasks DO not take into

/

/

o

Shallowness:

Many cleaning techniques are
shallow and, consequently, no
precise.

~

J

o

Beyond Effectiveness:

It is needed to measure the impact
of data smells also on other
aspects (i.e., security, privacy,
robustness).

J




OUTCOMES

-~

\_

Discrepancy:

between the data
smells addressed

fine-tuning stages.
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Shallowness:

Many cleaning techniques are
shallow and, consequently, no
precise.
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J
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Beyond Effectiveness:

It is needed to measure the impact
of data smells also on other
aspects (i.e., security, privacy,
robustness).
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Many cleaning techniques are
shallow and, consequently, no
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a canonical approach is
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It is needed to measure the impact
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On the other hand,
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